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I Formal Modelling Objectives

| New Redundancy Architecture

: ]| Gain confidence in design

2 Relevant results/insights

| Feasible

2 Time and effort

| Close representation to implementation

» Reduce bugs introduced between model and coding
» Get feedback from experienced experts in team
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I The Chosen Approach

| Formal model in TLA+ and PlusCal

2 Algorithm specification in C-like language
2 Linear temporal logic formulas
» Model checking with TLC

] Efficient model checking through a good level of abstraction
2 Prerequisite for design process

| Property-driven design
2 Process that provides confidence in model

| C code generation from model

» Close gap between model and implementation
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I Formal Model in TLA+ and PlusCal

.| Algorithm defined in PlusCal

: || Environment in TLA+

» 3 classes of events

© Thales 2018 All rights reserved.

- Progress
- Upper Layer
- Fault

| Properties

2 Invariants: e.g. no two masters

2 Liveness: e.g. all nodes eventually get
a correct view of the system

=] TLC model checker
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So we found a model checker ...
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I Property-Driven Design

| Analogous to test driven development

ko)
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= Define new property|
? Trace shows | Trace shows
< invalid behaviour, valid
o add anew | behaviour,
S property continue
4 Property Fix property covering design
<s || Gain confidence in model Property
= Run Trace shows
© model checker Run property is
passes incorrect Run
Run model checker
fails on negation of
property

2> Observe many traces of model

If neccessary:
Environment
» Check that properties capture intended efinifion A
behOVIOUr Run fails

Adapt module's
state machine

Run passes

State Machine

» Fast feedback to design decisions Definifion | R0

Run passes

» Feedback from increasing size of state
space
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Property-Driven Design

| Recap test driven development

2 Write new test

- ©Thales 2018 All rights reserved.

» Execute test - fail
2 Write implementation
» Execute all tests - pass

» Refactor
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Property-Driven Design

| Steps
> Define property
» Enhance environment
» Adapt algorithm

» Cross check with negation
of property
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| Steps
> Define property
» Enhance environment
» Adapt algorithm

» Cross check with negation
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I Property-Driven Design

n

| Track size of state space between model checker runs

» Constant size but algorithm got more complex
- Most likely added dead code

» Sudden increase of size

- Most likely a bug in specification
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I Property-Driven Design

n

| How properties drive the process

2 Invariants

- Help detecting "bugs”

2> Liveness

- Force enhancement of algorithm
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I Property-Driven Design

| Instant feedback supports design decisions
| Many traces build confidence in model

| Unanticipated scenarios were found

» Longest frace consisted of more than 30 steps

| Major drawback is time necessary for modelling
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PlusCal to C Transformation

PlusCal

\* initialization
procedure node_init () {
init:

state[self] := STATE_START;

© Thales 2018 All rights reserved.

\* set all but own state to off
reset_node_view(NO_NODE);

\* start a timeout to send

\* ping for the first time

start_timeout(TO_PING,
TO_PING_STARTUP_TIME);
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/I initialization

void node_init (void) {

OPEN

state = STATE_START,;

// set all but own state to off

reset_node_view(NO_NODE);

// start a timeout to send ping

// for the first time

start_timeout(TO_PING,
TO_PING_STARTUP_TIME);
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I Defining Different Modules

| Specific environment definition necessary

> Avoid state space explosion F

v
» Substantial effort o ‘

| Sirategy for interfaces is essential -

| Layering seems to be the simplest approach
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Potential Improvements

o

| Readable Traces

| Animation

| Faster check of liveness properties
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I Lessons Learnt

: || Valuable insights to system design
| Justifiable overhead

| Very close to implementation
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I Further Material

8 All rights reserved.

s - ©Thales 201

¢ || Environment with example algorithm

> https://qithub.com/stresch/pingpong
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