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Material for this talk
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specs, 
commands, 
longer talk
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Example: 

clock synchronization
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Clock sync. problem
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HC(1) = 10

HC(3) = 17

HC(2) = 3

AC(1) = 8

AC(2) = 7

AC(3) = 9



Property: bounded clock skew
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|AC(p) − AC(q) | ≤ ϵ for p, q ∈ Proc
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How to turn 6 lines of pseudo-code 
+ 9 pages of math text 

into 170 lines of TLA+



Incremental spec writing
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version 1:

introduce


clocks

version 2: 
send


messages

version 3: 
receive


messages

version 4: 
adjust

clocks

version 5: 
bugfix 1

version 6: 
bugfix 2

test 1 ✅ test 2 ✅ test 3 ✅ skew 
invariant 🐞

rounding 
error 🐞

skew 
invariant ✅



Version 1: introduce clocks (1)

module ClockSync1
* Incremental TLA+ specification of the clock synchronization algorithm from:

*

* Hagit Attiya, Jennifer Welch. Distributed Computing. Wiley Interscience, 2004,

* p. 147, Algorithm 20.

*

* Assumptions: timestamps are natural numbers, not reals.

*

* Version 1: Setting up the clocks

extends Integers

variables
the reference clock, inaccessible to the processes

@type: Int ;

time,
hardware clock of a process

@type: Str ! Int ;

hc,
clock adjustment of a process

@type: Str ! Int ;

adj

**************************** DEFINITIONS ********************************

we fix the set to contain two processes

Proc
�
= {“p1”, “p2”}

the adjusted clock of process i

AC (i)
�
= hc[i ] + adj [i ]

************************** INITIALIZATION *******************************

Initialization

Init
�
=

^ time 2 Nat
^ hc 2 [Proc ! Nat ]
^ adj = [p 2 Proc 7! 0]

****************************** ACTIONS **********************************

let the time flow

AdvanceClocks(delta)
�
=

^ delta > 0
^ time 0 = time + delta
^ hc0 = [p 2 Proc 7! hc[p] + delta]
^ unchanged adj

all actions together

1
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Version 1: introduce clocks (2)

module ClockSync1
* Incremental TLA+ specification of the clock synchronization algorithm from:

*

* Hagit Attiya, Jennifer Welch. Distributed Computing. Wiley Interscience, 2004,

* p. 147, Algorithm 20.

*
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*
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1

Bounded data 

structures!



Version 1: introduce clocks (3)

module ClockSync1
* Incremental TLA+ specification of the clock synchronization algorithm from:

*

* Hagit Attiya, Jennifer Welch. Distributed Computing. Wiley Interscience, 2004,

* p. 147, Algorithm 20.

*

* Assumptions: timestamps are natural numbers, not reals.

*

* Version 1: Setting up the clocks

extends Integers

variables
the reference clock, inaccessible to the processes

@type: Int ;

time,
hardware clock of a process

@type: Str ! Int ;

hc,
clock adjustment of a process

@type: Str ! Int ;

adj

**************************** DEFINITIONS ********************************

we fix the set to contain two processes

Proc
�
= {“p1”, “p2”}

the adjusted clock of process i

AC (i)
�
= hc[i ] + adj [i ]

************************** INITIALIZATION *******************************

Initialization

Init
�
=

^ time 2 Nat
^ hc 2 [Proc ! Nat ]
^ adj = [p 2 Proc 7! 0]

****************************** ACTIONS **********************************

let the time flow

AdvanceClocks(delta)
�
=

^ delta > 0
^ time 0 = time + delta
^ hc0 = [p 2 Proc 7! hc[p] + delta]
^ unchanged adj

all actions together

1
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1

Next
�
=

9 delta 2 Int :
AdvanceClocks(delta)

2



Run apalache
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bounded model checking 
explained
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Symbolic execution
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Frame 0 Frame 1 Frame 2 … Frame 10

time0 = 0

hc[1]0 = c1
hc[2]0 = c2

adj[1]0 = 0
adj[2]0 = 0

time1 = time0 + δ1

hc[1]1 = hc[1]0 + δ1
hc[2]1 = hc[2]0 + δ1

adj1 = adj0

hc[1]2 = hc[1]1 + δ2

time2 = time1 + δ2 time10 = time9 + δ10

hc[2]2 = hc[2]1 + δ2

adj2 = adj1

hc[1]10 = hc[1]9 + δ10
hc[2]10 = hc[2]9 + δ10

adj10 = adj9

A frame represents multiple concrete states (symbolically)



Bounded model checking (0 steps)

16

time0 = 0

hc[1]0 = c1

hc[2]0 = c2

adj[1]0 = 0

adj[2]0 = 0

⋀

⋀

⋀

⋀

Apalache: satisfiable?

Z3: Yes, here is a model

Apalache: one more step



Bounded model checking (1 step)
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time0 = 0

hc[1]0 = c1

hc[2]0 = c2

adj[1]0 = 0

adj[2]0 = 0

⋀

⋀

⋀

⋀

time1 = time0 + δ1

hc[1]1 = hc[1]0 + δ1

hc[2]1 = hc[2]0 + δ1

adj1 = adj0

⋀

⋀

⋀

⋀
Apalache: satisfiable?

Z3: Yes, here is a model

Apalache: one more step



Bounded model checking (2 steps)
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time0 = 0

hc[1]0 = c1

hc[2]0 = c2

adj[1]0 = 0

adj[2]0 = 0

⋀

⋀

⋀

⋀

⋀ ⋀

time1 = time0 + δ1

hc[1]1 = hc[1]0 + δ1

hc[2]1 = hc[2]0 + δ1

adj1 = adj0

⋀

⋀

⋀

hc[1]2 = hc[1]1 + δ2

time2 = time1 + δ2

hc[2]2 = hc[2]1 + δ2

adj2 = adj1

⋀

⋀

⋀

A: SAT?

Z3: yes

A: go on



Symbolic exploration

By default, Apalache:

- finds enabled actions, e.g., AdvanceClocks

- adds non-deterministic choice of one enabled action

- extends the symbolic execution by one more step

- until the bound is reached, e.g., 10 steps

19

one action

two actions



Symbolic vs. concrete executions

20

time0 = 0

hc[1]0 = c1

hc[2]0 = c2

adj[1]0 = 0

adj[2]0 = 0

⋀

⋀

⋀

⋀

⋀ ⋀

time1 = time0 + δ1

hc[1]1 = hc[1]0 + δ1

hc[2]1 = hc[2]0 + δ1

adj1 = adj0

⋀

⋀

⋀

hc[1]2 = hc[1]1 + δ2

time2 = time1 + δ2

hc[2]2 = hc[2]1 + δ2

adj2 = adj1

⋀

⋀

⋀

infinitely many solutions: 
infinite number of states and 

executions!



Checking an invariant (candidate)
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Next
�
=

9 delta 2 Int :
AdvanceClocks(delta)

****************************** PROPERTIES **********************************

NaiveSkewInv
�
=

8 p, q 2 Proc :
AC (p) = AC (q)

2

time0 = 0

hc[1]0 = c1

hc[2]0 = c2

adj[1]0 = 0

adj[2]0 = 0

⋀

⋀

⋀

⋀

⋀ hc[p]0 + adj[p]0 ≠ hc[q]0 + adj[q]0

Apalache: SAT?
Z3: yes
A: error! 🐞

{ }

the adjusted clock of process i

AC (i)
�
= hc[i ] + adj [i ]
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Writing basic tests
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module MC ClockSync1

variables
the reference clock, inaccessible to the processes

@type: Int ;

time,
hardware clock of a process

@type: Str ! Int ;

hc,
clock adjustment of a process

@type: Str ! Int ;

adj

instance ClockSync1

test that the clocks are non-decreasing

Test1 Init
�
=

^ time 2 Nat
^ hc 2 [Proc ! Nat ]
^ adj 2 [Proc ! Int ]

Test1 Next
�
=

9 delta 2 Int :
AdvanceClocks(delta)

Test1 Inv
�
=

^ time 0 � time
^ 8 p 2 Proc : hc0[p] � hc[p]

1
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�
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1



version 2: sending messages

24



States
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module ClockSync2
* Incremental TLA+ specification of the clock synchronization algorithm from:

*

* Hagit Attiya, Jennifer Welch. Distributed Computing. Wiley Interscience, 2004,

* p. 147, Algorithm 20.

*

* Assumptions: timestamps are natural numbers, not reals.

*

* Version 2: Sending messages

* Version 1: Setting up the clocks

extends Integers

constants
minimum message delay

@type: Int ;

t min,
maximum message delay

@type: Int ;

t max

assume (t min � 0 ^ t max � t min)

variables
the reference clock, inaccessible to the processes

@type: Int ;

time,
hardware clock of a process

@type: Str ! Int ;

hc,
clock adjustment of a process

@type: Str ! Int ;

adj ,
messages sent by the processes

@type: Set([src : Str , ts : Int ]);

msgs,
the control state of a process

@type: Str ! Str ;

state

**************************** DEFINITIONS ********************************

we fix the set to contain two processes

Proc
�
= {“p1”, “p2”}

control states

State
�
= {“init”, “sent”, “done”}

the adjusted clock of process i

1

module ClockSync2
* Incremental TLA+ specification of the clock synchronization algorithm from:

*

* Hagit Attiya, Jennifer Welch. Distributed Computing. Wiley Interscience, 2004,

* p. 147, Algorithm 20.

*

* Assumptions: timestamps are natural numbers, not reals.

*

* Version 2: Sending messages

* Version 1: Setting up the clocks

extends Integers

constants
minimum message delay

@type: Int ;

t min,
maximum message delay

@type: Int ;

t max

assume (t min � 0 ^ t max � t min)

variables
the reference clock, inaccessible to the processes

@type: Int ;

time,
hardware clock of a process

@type: Str ! Int ;

hc,
clock adjustment of a process

@type: Str ! Int ;

adj ,
messages sent by the processes

@type: Set([src : Str , ts : Int ]);

msgs,
the control state of a process

@type: Str ! Str ;

state

**************************** DEFINITIONS ********************************

we fix the set to contain two processes

Proc
�
= {“p1”, “p2”}

control states

State
�
= {“init”, “sent”, “done”}

the adjusted clock of process i

1

module ClockSync2
* Incremental TLA+ specification of the clock synchronization algorithm from:

*

* Hagit Attiya, Jennifer Welch. Distributed Computing. Wiley Interscience, 2004,

* p. 147, Algorithm 20.

*

* Assumptions: timestamps are natural numbers, not reals.

*

* Version 2: Sending messages

* Version 1: Setting up the clocks

extends Integers

constants
minimum message delay

@type: Int ;

t min,
maximum message delay

@type: Int ;

t max

assume (t min � 0 ^ t max � t min)

variables
the reference clock, inaccessible to the processes

@type: Int ;

time,
hardware clock of a process

@type: Str ! Int ;

hc,
clock adjustment of a process

@type: Str ! Int ;

adj ,
messages sent by the processes

@type: Set([src : Str , ts : Int ]);

msgs,
the control state of a process

@type: Str ! Str ;

state

**************************** DEFINITIONS ********************************

we fix the set to contain two processes

Proc
�
= {“p1”, “p2”}

control states

State
�
= {“init”, “sent”, “done”}

the adjusted clock of process i

1

module ClockSync2
* Incremental TLA+ specification of the clock synchronization algorithm from:

*

* Hagit Attiya, Jennifer Welch. Distributed Computing. Wiley Interscience, 2004,

* p. 147, Algorithm 20.

*

* Assumptions: timestamps are natural numbers, not reals.

*

* Version 2: Sending messages

* Version 1: Setting up the clocks

extends Integers

constants
minimum message delay

@type: Int ;

t min,
maximum message delay

@type: Int ;

t max

assume (t min � 0 ^ t max � t min)

variables
the reference clock, inaccessible to the processes

@type: Int ;

time,
hardware clock of a process

@type: Str ! Int ;

hc,
clock adjustment of a process

@type: Str ! Int ;

adj ,
messages sent by the processes

@type: Set([src : Str , ts : Int ]);

msgs,
the control state of a process

@type: Str ! Str ;

state

**************************** DEFINITIONS ********************************

we fix the set to contain two processes

Proc
�
= {“p1”, “p2”}

control states

State
�
= {“init”, “sent”, “done”}

the adjusted clock of process i

1



Action SendMsg
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AC (i)
�
= hc[i ] + adj [i ]

************************** INITIALIZATION *******************************

Initialization

Init
�
=

^ time 2 Nat
^ hc 2 [Proc ! Nat ]
^ adj = [p 2 Proc 7! 0]
^ state = [p 2 Proc 7! “init”]
^msgs = {}

****************************** ACTIONS **********************************

send the value of the hardware clock

SendMsg(p)
�
=

^ state[p] = “init”
^msgs 0 = msgs [ {[src 7! p, ts 7! hc[p]]}
^ state 0 = [state except ! [p] = “sent”]
^ unchanged htime, hc, adj i

let the time flow

AdvanceClocks(delta)
�
=

^ delta > 0
^ time 0 = time + delta
^ hc0 = [p 2 Proc 7! hc[p] + delta]
^ unchanged hadj , msgs, statei

all actions together

Next
�
=

_ 9 delta 2 Int :
AdvanceClocks(delta)

_ 9 p 2 Proc :
SendMsg(p)

2
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2



Testing 2.1
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module MC ClockSync2

t min
�
= 17

t max
�
= 91

variables
the reference clock, inaccessible to the processes

@type: Int ;

time,
hardware clock of a process

@type: Str ! Int ;

hc,
clock adjustment of a process

@type: Str ! Int ;

adj ,
messages sent by the processes

@type: Set([src : Str , ts : Int ]);

msgs,
the control state of a process

@type: Str ! Str ;

state

instance ClockSync2

like TypeOK , but used only in initialization

TypeInit
�
=

^ time 2 Nat
^ hc 2 [Proc ! Nat ]
^ adj 2 [Proc ! Int ]
^ state 2 [Proc ! State]
^ 9 t 2 [Proc ! Int ] :
msgs 2 subset {[src 7! p, ts 7! t [p]] : p 2 Proc}

test that the clocks are non-decreasing

Test1 Init
�
=

TypeInit

Test1 Next
�
=

9 delta 2 Int :
AdvanceClocks(delta)

Test1 Inv
�
=

^ time 0 � time
^ 8 p 2 Proc : hc0[p] � hc[p]

1
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1

module MC ClockSync2

t min
�
= 17

t max
�
= 91

variables
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@type: Int ;

time,
hardware clock of a process

@type: Str ! Int ;

hc,
clock adjustment of a process

@type: Str ! Int ;

adj ,
messages sent by the processes

@type: Set([src : Str , ts : Int ]);
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@type: Str ! Str ;

state
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like TypeOK , but used only in initialization

TypeInit
�
=

^ time 2 Nat
^ hc 2 [Proc ! Nat ]
^ adj 2 [Proc ! Int ]
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^ 9 t 2 [Proc ! Int ] :
msgs 2 subset {[src 7! p, ts 7! t [p]] : p 2 Proc}

test that the clocks are non-decreasing

Test1 Init
�
=

TypeInit

Test1 Next
�
=

9 delta 2 Int :
AdvanceClocks(delta)

Test1 Inv
�
=

^ time 0 � time
^ 8 p 2 Proc : hc0[p] � hc[p]

1

recall, bounded 
data structures!



Testing 2.2
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test that messages are sent

Test2 Inv
�
=

8 p 2 Proc :
state[p] = “sent” ⌘
9m 2 msgs :
m.src = p

Test2 Init
�
=

^ TypeInit
^ Test2 Inv

Test2 Next
�
=

9 p 2 Proc :
SendMsg(p)

2



version 3: receiving messages

29



Receive messages

control states

State
�
= {“init”, “sent”, “sync”}

the adjusted clock of process i

AC (i)
�
= hc[i ] + adj [i ]

************************** INITIALIZATION *******************************

Initialization

Init
�
=

^ time 2 Nat
^ hc 2 [Proc ! Nat ]
^ adj = [p 2 Proc 7! 0]
^ state = [p 2 Proc 7! “init”]
^msgs = {}
^ rcvd = [p 2 Proc 7! {}]

****************************** ACTIONS **********************************

send the value of the hardware clock

SendMsg(p)
�
=

^ state[p] = “init”
^msgs 0 = msgs [ {[src 7! p, ts 7! hc[p]]}
^ state 0 = [state except ! [p] = “sent”]
^ unchanged htime, hc, adj , rcvdi

receive a message sent by another process

ReceiveMsg(p)
�
=

^ 9m 2 msgs :
^m /2 rcvd [p]
the message cannot be received earlier than after t min

^ hc[m.src] � m.ts + t min
^ rcvd 0 = [rcvd except ! [p] = rcvd [p] [ {m}]

^ unchanged htime, hc, msgs, adj , statei

let the time flow

AdvanceClocks(delta)
�
=

^ delta > 0
clocks can be advanced only if there is no pending message

^ 8m 2 msgs :
hc[m.src] + delta > t max )

8 p 2 Proc :
m 2 rcvd [m.src]

clocks are advanced uniformly

^ time 0 = time + delta
^ hc0 = [p 2 Proc 7! hc[p] + delta]
^ unchanged hadj , msgs, state, rcvdi

2

module ClockSync3
* Incremental TLA+ specification of the clock synchronization algorithm from:

*

* Hagit Attiya, Jennifer Welch. Distributed Computing. Wiley Interscience, 2004,

* p. 147, Algorithm 20.

*

* Assumptions: timestamps are natural numbers, not reals.

*

* Version 3: Receiving messages

* Version 2: Sending messages

* Version 1: Setting up the clocks

extends Integers

constants
minimum message delay

@type: Int ;

t min,
maximum message delay

@type: Int ;

t max

assume (t min � 0 ^ t max � t min)

variables
the reference clock, inaccessible to the processes

@type: Int ;

time,
hardware clock of a process

@type: Str ! Int ;

hc,
clock adjustment of a process

@type: Str ! Int ;

adj ,
messages sent by the processes

@type: Set([src : Str , ts : Int ]);

msgs,
messages received by the processes

@type: Str ! Set([src : Str , ts : Int ]);

rcvd ,
the control state of a process

@type: Str ! Str ;

state

**************************** DEFINITIONS ********************************

we fix the set to contain two processes

Proc
�
= {“p1”, “p2”}

1

module ClockSync3
* Incremental TLA+ specification of the clock synchronization algorithm from:

*

* Hagit Attiya, Jennifer Welch. Distributed Computing. Wiley Interscience, 2004,

* p. 147, Algorithm 20.

*

* Assumptions: timestamps are natural numbers, not reals.

*

* Version 3: Receiving messages

* Version 2: Sending messages

* Version 1: Setting up the clocks

extends Integers

constants
minimum message delay

@type: Int ;

t min,
maximum message delay

@type: Int ;

t max

assume (t min � 0 ^ t max � t min)

variables
the reference clock, inaccessible to the processes

@type: Int ;

time,
hardware clock of a process

@type: Str ! Int ;

hc,
clock adjustment of a process

@type: Str ! Int ;

adj ,
messages sent by the processes

@type: Set([src : Str , ts : Int ]);

msgs,
messages received by the processes

@type: Str ! Set([src : Str , ts : Int ]);

rcvd ,
the control state of a process

@type: Str ! Str ;

state

**************************** DEFINITIONS ********************************

we fix the set to contain two processes

Proc
�
= {“p1”, “p2”}

1

control states

State
�
= {“init”, “sent”, “sync”}

the adjusted clock of process i

AC (i)
�
= hc[i ] + adj [i ]

************************** INITIALIZATION *******************************

Initialization

Init
�
=

^ time 2 Nat
^ hc 2 [Proc ! Nat ]
^ adj = [p 2 Proc 7! 0]
^ state = [p 2 Proc 7! “init”]
^msgs = {}
^ rcvd = [p 2 Proc 7! {}]

****************************** ACTIONS **********************************

send the value of the hardware clock

SendMsg(p)
�
=

^ state[p] = “init”
^msgs 0 = msgs [ {[src 7! p, ts 7! hc[p]]}
^ state 0 = [state except ! [p] = “sent”]
^ unchanged htime, hc, adj , rcvdi

receive a message sent by another process

ReceiveMsg(p)
�
=

^ 9m 2 msgs :
^m /2 rcvd [p]
the message cannot be received earlier than after t min

^ hc[m.src] � m.ts + t min
^ rcvd 0 = [rcvd except ! [p] = rcvd [p] [ {m}]

^ unchanged htime, hc, msgs, adj , statei

let the time flow

AdvanceClocks(delta)
�
=

^ delta > 0
clocks can be advanced only if there is no pending message

^ 8m 2 msgs :
hc[m.src] + delta > t max )

8 p 2 Proc :
m 2 rcvd [m.src]

clocks are advanced uniformly

^ time 0 = time + delta
^ hc0 = [p 2 Proc 7! hc[p] + delta]
^ unchanged hadj , msgs, state, rcvdi

2

control states

State
�
= {“init”, “sent”, “sync”}

the adjusted clock of process i

AC (i)
�
= hc[i ] + adj [i ]

************************** INITIALIZATION *******************************

Initialization

Init
�
=

^ time 2 Nat
^ hc 2 [Proc ! Nat ]
^ adj = [p 2 Proc 7! 0]
^ state = [p 2 Proc 7! “init”]
^msgs = {}
^ rcvd = [p 2 Proc 7! {}]

****************************** ACTIONS **********************************

send the value of the hardware clock

SendMsg(p)
�
=

^ state[p] = “init”
^msgs 0 = msgs [ {[src 7! p, ts 7! hc[p]]}
^ state 0 = [state except ! [p] = “sent”]
^ unchanged htime, hc, adj , rcvdi

receive a message sent by another process

ReceiveMsg(p)
�
=

^ 9m 2 msgs :
^m /2 rcvd [p]
the message cannot be received earlier than after t min

^ hc[m.src] � m.ts + t min
^ rcvd 0 = [rcvd except ! [p] = rcvd [p] [ {m}]

^ unchanged htime, hc, msgs, adj , statei

let the time flow

AdvanceClocks(delta)
�
=

^ delta > 0
clocks can be advanced only if there is no pending message

^ 8m 2 msgs :
hc[m.src] + delta > t max )

8 p 2 Proc :
m 2 rcvd [m.src]

clocks are advanced uniformly

^ time 0 = time + delta
^ hc0 = [p 2 Proc 7! hc[p] + delta]
^ unchanged hadj , msgs, state, rcvdi

2



Testing 3.1
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^ 8 p 2 Proc : hc0[p] � hc[p]

test that messages are sent

Test2 Inv
�
=

8 p 2 Proc :
state[p] = “sent” ⌘
9m 2 msgs :
m.src = p

Test2 Init
�
=

^ TypeInit
^ Test2 Inv

Test2 Next
�
=

9 p 2 Proc :
SendMsg(p)

test that messages are received within [t min, t max ]

Test3 Inv
�
=

^ 8m 2 msgs :
no messages from the future

m.ts  hc[m.src]
^ 8 p 2 Proc :

8m 2 rcvd [p] :
the message is received no earlier than after t min

hc[m.src] � m.ts + t min
^ 8m 2 msgs :

the message is received no later than before t max

m.ts � hc[m.src] + t max )
8 p 2 Proc :
m 2 rcvd [p]

Test3 Init
�
=

^ TypeInit
^ Test3 Inv

Test3 Next
�
=

_ 9 delta 2 Int :
AdvanceClocks(delta)

_ 9 p 2 Proc :
ReceiveMsg(p)

2



version 4: adjusting clocks
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Adjust clocks
**************************** DEFINITIONS ********************************

we fix the set to contain two processes

Proc
�
= {“p1”, “p2”}

control states

State
�
= {“init”, “sent”, “sync”}

the adjusted clock of process i

AC (i)
�
= hc[i ] + adj [i ]

************************** INITIALIZATION *******************************

Initialization

Init
�
=

^ time 2 Nat
^ hc 2 [Proc ! Nat ]
^ adj = [p 2 Proc 7! 0]
^ di↵ = [hp, qi 2 Proc ⇥ Proc 7! 0]
^ state = [p 2 Proc 7! “init”]
^msgs = {}
^ rcvd = [p 2 Proc 7! {}]

****************************** ACTIONS **********************************

send the value of the hardware clock

SendMsg(p)
�
=

^ state[p] = “init”
^msgs 0 = msgs [ {[src 7! p, ts 7! hc[p]]}
^ state 0 = [state except ! [p] = “sent”]
^ unchanged htime, hc, adj , di↵ , rcvdi

If the process has received a message from all processes,

then adjust the clock. Otherwise, accumulate the di↵erence.

@type: (Str , hStr , Stri ! Int ,

Set([src : Str , ts : Int ])) ) Bool ;

AdjustClock(p, newDi↵ , newRcvd)
�
=

let fromAll
�
= {m.src : m 2 newRcvd} = Procin

if fromAll
then

Assuming that Proc = {“p1”, “p2”}.
See ClockSync5 for the general case.

^ adj 0 = [adj except ! [p] = (newDi↵ [p, “p1”] + newDi↵ [p, “p2”])÷ 2]
^ state 0 = [state except ! [p] = “sync”]

else
unchanged hadj , statei

Receive a message sent by another process.

2

Adjust the clock if the message has been received from all processes.

ReceiveMsg(p)
�
=

^ state[p] = “sent”
^ 9m 2 msgs :

^m /2 rcvd [p]
the message cannot be received earlier than after t min

^ hc[m.src] � m.ts + t min
accumulate the di↵erence and adjust the clock if possible

^ let delta
�
= m.ts � hc[p] + (t min + t max )÷ 2 in

let newDi↵
�
= [di↵ except ! [p, m.src] = delta]in

let newRcvd
�
= rcvd [p] [ {m}in

^ AdjustClock(p, newDi↵ , newRcvd)
^ rcvd 0 = [rcvd except ! [p] = newRcvd ]
^ di↵ 0 = newDi↵

^ unchanged htime, hc, msgsi

let the time flow

AdvanceClocks(delta)
�
=

^ delta > 0
clocks can be advanced only if there is no pending message

^ 8m 2 msgs :
hc[m.src] + delta > t max )

8 p 2 Proc :
m 2 rcvd [m.src]

clocks are advanced uniformly

^ time 0 = time + delta
^ hc0 = [p 2 Proc 7! hc[p] + delta]
^ unchanged hadj , di↵ , msgs, state, rcvdi

all actions together

Next
�
=

_ 9 delta 2 Int :
AdvanceClocks(delta)

_ 9 p 2 Proc :
_ SendMsg(p)
_ ReceiveMsg(p)

****************************** PROPERTIES *********************************

Theorem 6.15 from AW 04:

Algorithm achieves u ⇤ (1� 1/n)-synchronization for n processors.

SkewInv
�
=

let allSync
�
=

8 p 2 Proc : state[p] = “sync”
in
let boundedSkew

�
=

3

**************************** DEFINITIONS ********************************

we fix the set to contain two processes

Proc
�
= {“p1”, “p2”}

control states

State
�
= {“init”, “sent”, “sync”}

the adjusted clock of process i

AC (i)
�
= hc[i ] + adj [i ]

************************** INITIALIZATION *******************************

Initialization

Init
�
=

^ time 2 Nat
^ hc 2 [Proc ! Nat ]
^ adj = [p 2 Proc 7! 0]
^ di↵ = [hp, qi 2 Proc ⇥ Proc 7! 0]
^ state = [p 2 Proc 7! “init”]
^msgs = {}
^ rcvd = [p 2 Proc 7! {}]

****************************** ACTIONS **********************************

send the value of the hardware clock

SendMsg(p)
�
=

^ state[p] = “init”
^msgs 0 = msgs [ {[src 7! p, ts 7! hc[p]]}
^ state 0 = [state except ! [p] = “sent”]
^ unchanged htime, hc, adj , di↵ , rcvdi

If the process has received a message from all processes,

then adjust the clock. Otherwise, accumulate the di↵erence.

@type: (Str , hStr , Stri ! Int ,

Set([src : Str , ts : Int ])) ) Bool ;

AdjustClock(p, newDi↵ , newRcvd)
�
=

let fromAll
�
= {m.src : m 2 newRcvd} = Procin

if fromAll
then

Assuming that Proc = {“p1”, “p2”}.
See ClockSync5 for the general case.

^ adj 0 = [adj except ! [p] = (newDi↵ [p, “p1”] + newDi↵ [p, “p2”])÷ 2]
^ state 0 = [state except ! [p] = “sync”]

else
unchanged hadj , statei

Receive a message sent by another process.

2

Adjust the clock if the message has been received from all processes.

ReceiveMsg(p)
�
=

^ state[p] = “sent”
^ 9m 2 msgs :

^m /2 rcvd [p]
the message cannot be received earlier than after t min

^ hc[m.src] � m.ts + t min
accumulate the di↵erence and adjust the clock if possible

^ let delta
�
= m.ts � hc[p] + (t min + t max )÷ 2 in

let newDi↵
�
= [di↵ except ! [p, m.src] = delta]in

let newRcvd
�
= rcvd [p] [ {m}in

^ AdjustClock(p, newDi↵ , newRcvd)
^ rcvd 0 = [rcvd except ! [p] = newRcvd ]
^ di↵ 0 = newDi↵

^ unchanged htime, hc, msgsi

let the time flow

AdvanceClocks(delta)
�
=

^ delta > 0
clocks can be advanced only if there is no pending message

^ 8m 2 msgs :
hc[m.src] + delta > t max )

8 p 2 Proc :
m 2 rcvd [m.src]

clocks are advanced uniformly

^ time 0 = time + delta
^ hc0 = [p 2 Proc 7! hc[p] + delta]
^ unchanged hadj , di↵ , msgs, state, rcvdi

all actions together

Next
�
=

_ 9 delta 2 Int :
AdvanceClocks(delta)

_ 9 p 2 Proc :
_ SendMsg(p)
_ ReceiveMsg(p)

****************************** PROPERTIES *********************************

Theorem 6.15 from AW 04:

Algorithm achieves u ⇤ (1� 1/n)-synchronization for n processors.

SkewInv
�
=

let allSync
�
=

8 p 2 Proc : state[p] = “sync”
in
let boundedSkew

�
=

3



Specifying bounded clock skew
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unchanged hadj , statei

Receive a message sent by another process.

Adjust the clock if the message has been received from all processes.

ReceiveMsg(p)
�
=

^ state[p] = “sent”
^ 9m 2 msgs :

^m /2 rcvd [p]
^m.src 6= p ignore the message by p itself

the message cannot be received earlier than after t min

^ hc[m.src] � m.ts + t min
accumulate the di↵erence and adjust the clock if possible

^ let delta
�
= m.ts � hc[p] + (t min + t max )÷ 2 in

let newDi↵
�
= [di↵ except ! [p, m.src] = delta]in

let newRcvd
�
= rcvd [p] [ {m}in

^ AdjustClock(p, newDi↵ , newRcvd)
^ rcvd 0 = [rcvd except ! [p] = newRcvd ]
^ di↵ 0 = newDi↵

^ unchanged htime, hc, msgsi

let the time flow

AdvanceClocks(delta)
�
=

^ delta > 0
clocks can be advanced only if there is no pending message

^ 8m 2 msgs :
hc[m.src] + delta > t max )

8 p 2 Proc :
m 2 rcvd [m.src]

clocks are advanced uniformly

^ time 0 = time + delta
^ hc0 = [p 2 Proc 7! hc[p] + delta]
^ unchanged hadj , di↵ , msgs, state, rcvdi

all actions together

Next
�
=

_ 9 delta 2 Int :
AdvanceClocks(delta)

_ 9 p 2 Proc :
_ SendMsg(p)
_ ReceiveMsg(p)

****************************** PROPERTIES *********************************

Theorem 6.15 from AW 04:

Algorithm achieves u ⇤ (1� 1/n)-synchronization for n processors.

SkewInv
�
=

3

let allSync
�
=

8 p 2 Proc : state[p] = “sync”
in
let boundedSkew

�
=

let bound
�
= (t max � t min) ⇤ (NProc � 1)

in
8 p, q 2 Proc :

let df
�
= AC (p)� AC (q)

in
� bound  df ⇤NProc ^ df ⇤NProc  bound

in
allSync ) boundedSkew

4



Check SkewInv

35

🐞



Analyzing the counterexample
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Adjusting own 
clocks!
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😳

Check the pseudo-code



Fix in ClockSync5

38

✅



what about  and ?tmin tmax
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Parameterized time bounds

40

module MC ClockSync6p

Proc
�
= {“p1”, “p2”, “p3”}

constants
@type: Int ;

t min,
maximum message delay

@type: Int ;

t max

variables
the reference clock, inaccessible to the processes

@type: Int ;

time,
hardware clock of a process

@type: Str ! Int ;

hc,
clock adjustment of a process

@type: Str ! Int ;

adj ,
clock di↵ for process j, as seen by a process j

@type: hStr , Stri ! Int ;

di↵ ,
messages sent by the processes

@type: Set([src : Str , ts : Int ]);

msgs,
messages received by the processes

@type: Str ! Set([src : Str , ts : Int ]);

rcvd ,
the control state of a process

@type: Str ! Str ;

state

instance ClockSync6

use –cinit = ConstInit to check for all t min and t max

ConstInit
�
=

^ t min 2 Nat
^ t max 2 Nat
^ t min  t max

1

apalache check —cinit=ConstInit\
 --inv=SkewInv MC_ClockSync6.tla

🐞 error due to integer rounding!

AdvanceClocks(delta)
_ 9 p 2 Proc :

_ SendMsg(p)
_ ReceiveMsg(p)

****************************** PROPERTIES *********************************

Theorem 6.15 from AW 04:

Algorithm achieves u ⇤ (1� 1/n)-synchronization for n processors.

SkewInv
�
=

let allSync
�
=

8 p 2 Proc : state[p] = “sync”
in
let boundedSkew

�
=

let bound
�
=

(t max � t min) ⇤ (NProc � 1)
+ NProc ⇤NProc

in
8 p, q 2 Proc :

let df
�
= AC (p)� AC (q)

in
� bound  df ⇤NProc ^ df ⇤NProc  bound

in
allSync ) boundedSkew

4

Fix by increasing the bounds: ✅

ASSUME(tmin < tmax)



Next steps
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Does it work?

- Parameterize by the set of processes: ClockSync6p

- Check 4 unit tests

- Check for 2 and 3 processes

- Check for arbitrary  and  (with ConstInit)


🐇 ⟿ 🐢

- Check an inductive invariant

tmin tmax

42

✅
✅
✅
✅

❓



Inductive invariants

Find a predicate  over states:


1. 


2. 


3. 

IndInv

Init ⇒ IndInv

IndInv ∧ Next ⇒ IndInv′ 

IndInv ⇒ SkewInv

43

Shallow queries of length 0 and 1 in Apalache!

IndInv

SkewInv

Init

⤺
⤺⤺ ⤺Next

[need one more session]

⤺⤺
⤺⤺



github.com/informalsystems/apalache ⏎

chat in zulip

44

???
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Our mission is to bring 
verifiability to distributed 
systems and organizations.

Our vision is an open-source ecosystem of 
cooperatively owned and governed 
distributed organizations running on reliable 
distributed systems.



Formal Verification Tools
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We build formal verification tools that we leverage in our protocol 
design, engineering, and security audits

Apalache

Symbolic model checker for 
TLA+ – formally verify TLA+ 
specifications for real-world 

distributed systems 
protocols

Model Based Testing

A methodology and tool 
used to auto-generate tests 

for real implementations 
from an underlying TLA+ 

model.



Blockchain Infrastructure
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We are core developers of the Tendermint and IBC projects, with 
a focus on software implementations in Rust.

tendermint-rs

Tendermint is a Byzantine 
Fault Tolerant state 

machine replication engine 
for applications written in 

Rust.

Hermes

Hermes is an open-source 
Rust implementation of a 
relayer for IBC, released 
under the ibc-relayer-cli 

crate.

ibc-rs

Inter-Blockchain 
Communication (IBC) is a 

protocol for secure, packet-
based communication 

between distinct 
blockchains.


