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Agenda

• The Past
• The Present
• The Future
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The Past
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About Me

• 15+ years at AWS.
• Oncall for 15 years.
• Aurora, Lambda, EC2, EBS, API Gateway, IoT, Bedrock, and others.
• Mostly a practitioner.
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With mathematics we can:

• Quantify output behavior
• Predict behavior of systems as design time
• Understand safety margins
• Understand system interactions

(within limits)
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Design Build Run
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This is awesome!
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it’s just vibes, man.
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Design Build Run
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•Alloy
•Promela + SPIN
•TLA+
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CACM, 2015
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“Found three bugs”
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”…requiring traces of up to 35 steps”
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“… verified an aggressive optimization”
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Faster, safer, and 
cheaper.
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"It would be well if engineering were less generally 
thought of, and even defined, as the art of constructing. 
In a certain important sense it is rather the art of not 
constructing; or, to define it rudely but not inaptly, it is 
the art of doing that well with one dollar, which any 
bungler can do with two after a fashion.”

Arthur Wellington



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

TLA+:
An Engineering Tool
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The Present
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TLA+ continues to be used:

• Database services (e.g. Aurora, DynamoDB)
• Compute services (e.g. Lambda)
• Storage services (e.g. EBS)
• and many other places
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NSDI’20
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[We] used TLA+ in three ways:
• writing specifications of our protocols to check that we 

understand them deeply
• model checking specifications against correctness and liveness 

properties using the TLC model checker, and
• writing extensively commented TLA+ code to serve as the 

documentation of our distributed protocols. 
While all three of these uses added value, TLA+’s role as [an] 
extremely precise format for protocol documentation was perhaps 
the most useful.
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Brooker et al, Millions of Tiny Databases, NSDI’20
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AWS has a broad automated 
reasoning practice.
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OOPSLA’24
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OOPSLA’23
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CAV’22
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SOSP’21
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Keeping this personal…
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Abstract

Concrete

DesignCode

Kani

Turmoil
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Find bugs earlier,
move faster.
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Optimize designs and 
protocols without risk.
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Crisply communicate exact 
reasoning.
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Exactly state system 
properties.
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Formal methods are just 
good engineering practice.
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The Future
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Prediction 1:
Systems will continue to 
become more complex.
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Certainty level: high
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Prediction 2:
Systems will continue to 
become more critical.
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Certainty level: high
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Prediction 3:
Cost, efficiency, sustainability, 
and productivity will become 
more important.
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Certainty level: medium
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Prediction 4:
AI will be a big deal
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Certainty level: medium
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The Future, More Concretely
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Quantitative Understanding 
of System Behavior
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Beyond Safety and Liveness:

• Failure probabilities.
• Latency and throughput distributions.
• System performance under different workloads.
• Automatic optimization of system designs.
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Faster Exploration of the 
Design Space
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Example: 2f+1 vs f+1 replication designs

• 30 years of debate and data.
• Still no clear winner, because its failure model and workload 

dependent.
• But how?
• Given workload properties, matching design to workload should 

be trivial.
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Example: OCC vs locking

• 45 years of debate and data!
• Still no clear winner, because its failure model and workload 

dependent.
• But how?
• Given workload properties, matching design to workload should 

be trivial.
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Kung and Robinson, On Optimistic Methods for Concurrency Control, ACM TOCS, 1981
Kung and Papadimitriou, An Optimality Theory of Concurrency Control for Databases, ACM TOCS, 1979
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Reaching Working Engineers
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How?

• I don’t know.
• Should tools be narrower and more specific?
• Is packaging and UI holding us back?
• Are we speaking enough to decision makers about moving faster 

and with less risk?
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The Code vs Model Gap

54



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

The Model Checking vs 
Proof Gap
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Thank you!
Marc Brooker
mbrooker@amazon.com
https://brooker.co.za/blog/
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