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Who We Are

We envision an open-source ecosystem of cooperatively owned and governed 
distributed organizations running on reliable distributed systems.



Who We Are
Blockchain Infrastructure Formal Verification Tools Business Operations Tools

Tendermint-rs         ibc-rs Apalache Themis Contract

Our Infrastructure powers the                               Network





The Tendermint consensus protocol



“The latest gossip on BFT consensus” (2018)



Tendermint consensus

Byzantine fault tolerant (BFT), but no time guarantees 
Assuming n > 3f

No requirements for validators’ clocks; no synchrony

Block time deterministically determined from times of votes 
(weighted average) - NOT a part of the consensus



Time, for a change?



Why change Tendermint?

Preempt attacks based on apps’ assumptions of time

Users wanted it:

- They used the time in the block as if it was related to real-time
- Unbonding period depends on real-time



Example change

https://github.com/tendermint/tendermint/blob/main/spec/consensus/
proposer-based-timestamp/pbts_001_draft.md



From English to TLA+
https://github.com/tendermint/tendermint/tree/main-pbts/spec/

consensus/proposer-based-timestamp/tla



Synchrony assumptions and validity
Bounded drift (between correct processes)
Bounded end-to-end latency

External validity - when is a value sensible?
Messages get rejected if their timestamps are invalid



PBTS: Observations

No impact on the consensus over payload

Main concern: liveness, not safety

Better liveness FT threshold: n > 2f + synchrony



Mastering Apalache



Modeling time

How should one model time in a specification?

a. Time ticks by 1:

Next ≜ … ∧ t’ = t + 1

b. Time increases by an arbitrary amount:

Next ≜ … ∧ ∃tt ∈ Int: tt > t ∧ t’ = tt (alt. ∃tt ∈ min..max)



Modeling time - Example



DIY action composition

What is the best granularity of actions?

a. One-by-one:
∃x ∈ DOMAIN f: 
f’ = [f EXCEPT ![x] = F(x)]

b. Many-at-once:
∃S ∈ SUBSET DOMAIN f: 
f’ = [x ∈ DOMAIN f ↦ 

IF x ∈ S THEN F(x) ELSE f[x]]



Simulation succeeds surprisingly swiftly

https://apalache.informal.systems/docs/apalache/running.html
#12-simulator-command-line-parameters



Simulation succeeds surprisingly swiftly
“check”: exhaustive, slow

“simulate”: incomplete, fast

○ At each step, pick one 
symbolic transition at 
random

○ Repeat N times or until 
an invariant is violated



Next-Gen technology
The Apalache module defines Gen(_) - bounded value generators

○ Gen(_): Int … Unconstrained integer
○ Gen(N): Set(t) … A set of up to N elements produced by Gen(N): t

Term Potential values

Gen(15): Int …, -1, 0, 1, …

Gen(2): Set(Str) {}, {“a”}, {“cake”}, {“TLA”, “plus”}

Gen(3): Set(Set(Int)) {}, {{}}, {{0,42}, {-99}, {3, 7, 88}}, 
{{1,2,3}, {4,5,6},{7,8,9}}



Next-Gen technology - Example



Experiments



Experiments

● 3 correct, 1 faulty
○ No invariant violation

■ Expected outcome
○ ~75h

● 2 correct, 2 faulty
○ Counterexample found

■ Length 8
■ Expected outcome

○ ~49h

● Intel(R) Xeon(R) Gold 6248 
CPU @ 2.50GHz

● 32GB ram

Apalache command:
check 
--length=8 
--inv=Inv 
--cinit=CInit
--discard-disabled=false

Results Machine & CMD

https://github.com/tendermint/tendermint/blob/main-pbts/spec/
consensus/proposer-based-timestamp/tla/experiment_log.md



⃟  work



Correct by induction

https://github.com/tendermint/tendermint/blob/main/spec/light-
client/accountability/TendermintAccInv_004_draft.tla

BMC is complete for 
inductive invariants

Inductive invariants are 
HARD AND 
TIME-CONSUMING to write

Companies have time 
budgets, to balance 
verification against other 
work



Correct by induction (cont.)

https://github.com/tendermint/tendermint/blob/main/spec/light-
client/accountability/TendermintAccInv_004_draft.tla



Proofs
● TLAPS?

○ How to deal with Int?
● Ivy?

○ Extending existing proofs 
for base Tendermint by 
Galois

● reTLA?
○ Catch my talk at 16:30

https://github.com/tendermint/tendermint/tree/main/spec/ivy-proofs



Atomkraft-Cosmos
New PR
New Release

Set-up
Generate
Explore

https://github.com/informalsystems/atomkraft



Thanks!

informal.systems apalache.informal.systems

http://informal.systems
http://apalache.informal.systems

