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•Formal methods  
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TLA+ track record at AWS

• One of the main industry 
users 

• Over more than 10 years

• Dozens of projects 
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Customer Obsession

Leaders start with the 
customer and work 
backwards. They work 
vigorously to earn and keep 
customer trust. Although 
leaders pay attention to 
competitors, 
they obsess over customers.
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90% of the AWS roadmap is 
driven by direct customer 
feedback, and this is also 
true of open source. 

@slidebean

https://unsplash.com/@slidebean
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Makes it easy to deploy my preferred open source software in the cloud

Uses open source tools internally and shows best ways to use them

Educates users on popular open source software through tutorials, blog

posts, etc.

Contributes and maintains widely adopted open source projects

Engages with open source communities on public forums such as Slack and

Stack Overflow

Employs well-known open source contributors

Promotes open source software at industry events and developer

conferences

Open Source Leadership



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

FLoC

SPLASH / 

OOPSLA
PLDI

Cube



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Examples of customer-facing features
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AWS product categories
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AWS product categories

Practically every area 

touched by automated 

reasoning in some way
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AWS Zelkova

AWS Tiros
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Over to Cezara
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"Use of formal methods at AWS" paper –2014 

• "Since 2011, engineers at Amazon Web Services 

(AWS) have been using formal specification and 

model checking to help solve difficult design 

problems in critical systems." 

• "We have found that testing the code is 

inadequate as a method to find subtle errors in 

design" 
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TLA+ modeling at Amazon

Code repo search shows more than 100 TLA+ 

models S3

• DynamoDB

• EBS

• Lambda

• Several internal services 
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Grassroots TLA+ use

Engineer has a hard distributed/concurrency problem

• hears about TLA+ 

• learns it on their own in less than a week 

• writes a model, designs/mends the protocol 

• moves on. . . 
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Takeaways

TLA+ did fill an important need

Use has been sporadic and on ad hoc basis

Motivated by an itch to scratch, quick ramp up was possible 

(survival bias?) 



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Present day software 

• very large code bases

• composition of system of systems

• large teams

• continuous integration / continuous deployment (CI/CD) 

We have found that testing the code is VERY DIFFICULT 

for software   
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CI/CD

• exploring protocols 

• debugging concurrency

• code conformance

• adding features

• preventing code regression 

CI/ CD

exploring protocols

debugging concurrency

code conformance

adding features

preventing code regression
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TLA strengths and weaknesses 

• TLA+ is declarative, 

• succinct, 

• high-level, 

• is great for rapidly exploring 

distributed/concurrent protocol design 

space 

But it is weak at 

• Avoiding code drift 

• Model-based testing 

• Conformance checking 

• Integration testing 
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Automated Reasoning at Amazon 

• SMT solvers 

• Code conformance checking support (Shuttle, P) 

• High level modeling support (TLA+) 

• Proofs and code generation from proved models (Dafny)
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Dealing with scale

• random coverage rather than full coverage 

• reference implementation testing 

• compositional testing with abstract/mocks 

• differential testing 
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TLA+  

• TLA+ is still going strong because it is very strong at what 

it does: Debugging Designs!

• TLA+ is still grassroots and ad hoc 
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Future of TLA+: Reuse, Reduce, Recycle 

• Without taking from the strengths of TLA+, can we bridge 

the gap between TLA+ modeling and large scale software 

deployments via CI/CD 

• Reuse: How do we make TLA+ models more reusable? 

• Reuse: How do we make TLA+ models more reusable to 

serve composable system of systems software? 

• Recycle: Can we keep TLA+ sticky and check/prevent code 

drift from model? 
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Reducing friction

This was great!

• VSCode integration

• Adding statistical support peripherally 

• Hillel’s work on popularizing TLA+ 

Can we do more? 
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Thank you!


