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2024: independent researchers
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Andrey Kuprianov

[ protocols-made-fun.com ]



[ github.com/apalache-mc/apalache ]

[ apalache.discourse.group ]



1. explain our “constant blasting”

2. highlight the differences between:

- bounded model checking in Apalache

- randomized symbolic execution in Apalache

- inductive checking in Apalache

3. …using a realistic example closer to the end
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Constant blasting
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Translation to SMT

Mimic the semantics implemented by TLC – explicit model checker

Compute layout of data structures, constrain contents with SMT

Define operational semantics via reduction rules – for bounded data structures

Trade efficiency for expressivity

TLA+ Model Checking Made Symbolic [OOPSLA’19]
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Trivial example





$ apalache-mc check --write-intermediate=true --debug --inv=Inv t.tla

…
PASS #13: BoundedChecker

State 0: Checking 1 state invariants

State 0: state invariant 0 holds.

Step 0: picking a transition out of 1 transition(s)

State 1: Checking 1 state invariants

State 1: state invariant 0 violated.
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$ hyperfine “apalache-mc check 

--length=1000 --inv=Inv t2.tla”

…
Time (mean ± σ): 120.660 s ±  0.690 s

$ hyperfine “apalache-mc check 

--length=1000 --inv=Inv t3.tla”

…
Time (mean ± σ): 129.939 s ±  4.982 s

[8009 arena cells] vs. [6009 arena cells]



Encoding with SMT arrays

- Using SMT arrays for TLA+ sets and functions: QF_AUFNIA

- Rodrigo Otoni, IK, J. Kukovec, P. Eugster, N. Sharygina

- Working faster on classical fault-tolerant algorithms

Symbolic Model Checking for TLA+ Made Faster [TACAS’23]
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Exploration techniques
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Bounded model checking

k is the bound
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Example: 2D labyrinth
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Model checking instance
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Bounded model checking
$ apalache-mc check --length=30 --inv=GoalInv MC_labyrinth_10x10.tla
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Why slow down? ⏱

Init

R

L \/ R \/ U \/ D

L \/ R \/ U \/ D

L \/ R \/ U \/ D

L \/ R \/ U \/ D

L \/ R \/ U \/ D



Randomized symbolic execution

Init

R

L \/ R \/ U \/ D

L \/ R \/ U \/ D

L \/ R \/ U \/ D

L \/ R \/ U \/ D
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¬Invariant
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$ hyperfine -i -r 100 "apalache-mc simulate --length=50 --inv=GoalInv MC_labyrinth_10x10.tla"

$ hyperfine -i -r 100 "apalache-mc check --length=30 --inv=GoalInv MC_labyrinth_10x10.tla"

[ bounded model checking ]

[ randomized symbolic execution ]



Randomized symbolic execution in parallel

$ seq 0 30 | parallel --delay 1 --halt now,fail=1

  apalache-mc simulate --out-dir=s/{} \

  --length=50 --inv=GoalInv MC_labyrinth_10x10.tla

----------------------------

Symbolic runs left: 99

State 38: state invariant 0 violated. ❌
Total time: 17.457 sec

$ hyperfine -i “[...above...]”
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32 cores, 128G RAM

Recall the figures for “check”:



Unbounded executions?



Inductive invariants
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Gotchas with inductive invariants

- Apalache still needs bounded data structures in Init

- Unbounded integers are OK, but only a bounded number of them

- Disproving TypeOK is often too hard

- Apalache-specific hack: Gen(k) produces data structures of width ≤ k
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TypeOK that is “too much”
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Realistic example:

Ben-Or’s Consensus

[ github.com/konnov/apalache-examples ]

http://github.com/konnov/apalache-examples


Fault-tolerant distributed systems
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Properties of Distributed Consensus
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n > 5·t ⋀ t ≥ f
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Type definitions



Auxiliary type constructors

41

[typedefs.tla]
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[ preambule in Ben_or83.tla ]
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[ variables in Ben_or83.tla ]
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[ Ben_or83.tla ]
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Model checking instance



Checking “falsy” invariants
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$ apalache-mc check --inv=DecisionEx \
  --init=Init --next=Next MC_n6t1f1.tla

26 min 16 sec, 1.2G ❌

apalache-mc simulate --length=30 --inv=AllDecisionEx \
  --init=Init --next=Next MC_n6t1f1.tla

1 min  9 sec, 1.4G ❌

$ apalache-mc check --inv=DecisionEx \
  --init=InitWithFaults --next=CorrectStep MC_n6t1f1.tla
39 sec, 1.1G ❌

apalache-mc simulate --length=30 --inv=AllDecisionEx \
  --init=InitWithFaults --next=CorrectStep MC_n6t1f1.tla
1 min  9 sec, 1.4G ❌

apalache-mc check --length=30 --inv=AllDecisionEx \
  --init=InitWithFaults --next=CorrectStep MC_n6t1f1.tla
1 hour  55 min, 1.7G ❌



Injecting faults in the initial states
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Main litmus test

Check AgreementInv for n = 6, f = 2

It must be ❌
$ seq 0 9 | parallel --delay 1 apalache-mc simulate --out-dir=o/{} \
  --length=30 --init=InitWithFaults --next=CorrectStep \
  --inv=AgreementInv MC_n6t1f2.tla

State 10: state invariant 0 violated. ❌ 
Total time: 17.859 sec

$ apalache-mc check --length=30 --init=InitWithFaults \
  --next=CorrectStep --inv=AgreementInv MC_n6t1f2.tla

State 10: state invariant 0 violated.
It took me 0 days  0 hours 11 min 39 sec ❌
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Checking AgreementInv

Check AgreementInv for n = 6, t = 1, f = 1

It must be ✅
$ apalache-mc check --length=18 --init=InitWithFaults \
  --next=CorrectStep --inv=AgreementInv MC_n6t1f1.tla

OK in 18h 53 min ✅
$ seq 0 19 | parallel --delay 1 --halt now,fail=1 \
  apalache-mc simulate –out-dir=s/{} --length=25 \
  --init=InitWithFaults --next=CorrectStep --inv=AgreementInv MC_n6t1f1.tla

OK in 3h - 3h 20 min  ✅
52
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Inductive invariant?
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[ Ben_or83_inductive.tla ]



Performance: n = 6, f = 1

- 13 lemmas, about 13h of my time

- dozens of attempts

- up to 20 model checker runs each

- Challenge: fix the lemmas by 

looking at the counterexamples

- not trying to write a proof on paper
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2. IndInit ⟹ AgreementInv: 21 min

1. Init ⟹ IndInv: 13 sec

3. IndInit ∧ Next ⟹ IndInv



Fineprint

We have proven AgreementInv by induction for:

- 5 correct and 1 faulty replica

- 3 rounds

It’s not a parameterized proof!

Sufficient in practice?
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Heavy-weight
verification

Mid-weight
verification

Lightweight
verification

💜⏳ ⏱💰

👆

- Complete functional verification 
- Hoare-style proofs

- Complete model checking
- Conformance testing

- Static analysis
- Property-based testing

- Model checking
- Stateless exploration
- Bug finding
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Conclusions



Directions

- Make “simulate” learn about good/bad executions – fuzzing

- Introduce a less explosive encoding, e.g., Alloy’s?

- Better support for parallel runs

- There is no company to dictate a roadmap, it’s truly open source
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