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Symbolic model checker for TLA+
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2025

Epoch 1

1. SMT transpiler
2. Type checker
3. Bounded model checker

Epoch 2

1. Random. symbolic execution
2. Data generators

Epoch 3

1. Parallelization
2.DIY search
3. Test harnesses

2017

what academia need

what engineers need

what customers needWorks most of the time!

2026
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This talk
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1. New API for symbolic search in Apalache

2. Experiment 1: Test TFTP with Copilot + Sonnet 4.5

3. Experiment 2: Test ZooKeeper with Claude & Codex
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Symbolic search with
Apalache
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Cached key-value store
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Store
3 → 5

Cache:
3 → 4 @ 100��💼

1: Get(3)@300 

3: 4

TTL=600

Store
3 → 5

Cache:
3 → 4 @ 100
3 → 5 @ 990

��🏻💼
1: Get(3)@710 

4: 5

TTL=600

2: Request(3)
@710 

3: Reply(3→ 5)
@900

Service

2: Put(3, 5)@350 
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Checking invariants

Large state space for state 
enumeration and simulation!

Closer to code configurations
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Epoch #1: Bounded model checking (symbolic)
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Explore all paths up to k steps, e.g., 20

$ apalache-mc check
Kind of symbolic 
breadth-first search

put

put

get

Find schedule Find payloads

3 → 5

3 → 4

3 → 5

3 → 4
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Inv1 violated
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Better invariant

How deep shall we check it?
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Epoch #2: Randomized symbolic execution
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Bounded model checking

put

put

get

Find schedule Find payloads

3 → 4

3 → 5

3 → 5

put

put

get

Random 
schedule

Randomized symbolic execution

Find payloads

3 → 4

3 → 5

3 → 4

Exponential slowdown Deeper traces
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$ apalache-mc simulate
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✅ Finds bugs faster than bounded model checker

✅ Easier for Z3 – mostly propagation

✅ Trivially parallelizable

❌ Hard to customize
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Epoch #3: programmatic search
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✅  Write your own search scripts in any language

✅  Prioritize schedules as you like

✅  Feedback to Apalache and Z3

✅  Query for traces and enumerate models
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Good fit for AI tools!
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Experiment 1: Symbolic Testing of TFTP
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Hypothesis: AI tools can generate test harnesses

Setup:

1. The implementation is fixed (tftp-hpa, atftpd, …)

2. Human writes the TLA+ spec and refines it

3. AI tool writes the test harness and refines it

4. Harness runs the SUT and Apalache
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Initial specification effort
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1. Relatively straightforward with my experience

2. Most of my time went into switching between RFCs

3. Generating repetitive type definitions with LLMs

4. Playing with falsy invariants to produce examples

13 hours ≈ 2 days[github.com/konnov/tftp-symbolic-testing]

Did not survive testing!
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Question #1 from every engineer:

How does it connect to the 
implementation?
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New testing loop with Apalache
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Harness (Python)Apalache &
TLA+ Spec

(1) loadSpec

(2) assumeTransition; nextStep

(3) query
(4) Send command

(5) Get response

(7) assumeState

for n steps

No solution? => Report error

(6) assumeTransition; nextStep
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Overengineered

Detailed prompt – 5 hours of work
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Debugging the harness
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1. Lots of debugging

2. Explaining Claude how to handle packets

3. Analyzing logs

4. Fixing bugs in the generated harness code

5. Claude lost in abstractions (e.g., clients in docker vs. clients in spec)

≈ 1 week
≈ 200 premium requests (Copilot)

Lesson: design proper 
architecture upfront!
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FIX #1: Error on RRQ is sent from the ephemeral port (not 69)

FIX #10: The server should send default timeout if it’s not specified in the options

FIX #11: The server may send invalid (e.g., outdated) packets

FIX #12: My understanding of TFTP timeouts was wrong

FIX #13: Handle ERROR packets

FIX #14: Receive only one OACK message

FIX #15: Use clientIP-clientPort-serverPort triplets

…
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…

…

CORRUPTED UDP PACKET!
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Lessons from LLM-generated harnesses
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1. Surprisingly, it works – not effortlessly though

2. Do not trust the generated harness – TODOs and bugs inside

3. Do not let an LLM define its own formats – it goes wild

4. Log yourself and define your log format – or, face wild regexes

5. Generate visualizations that suit your needs – it’s amazing!

October 2025

Copilot + Sonnet 4.5

Better, use structured formats – JSONEƴort: 2 weeks, 2 impl. bugs



IGOR KONNOV

It’s harder to write a more precise spec 
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The verification engineer’s mindset:

The specification usually overapproximates the implementation

Reachability: if the impl. reaches a state s, then the spec. reaches ɑ(s)

Conformance testing (roughly):

If the spec. executes action A, then impl. must be able to execute A

If the impl. executes action A, then spec. must be able to execute A
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Quality jump Q4 2025 – Q1 2026
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Claude Code Opus + Sonnet 4.6

Codex GPT 5.4
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Experiment 2: Symbolic Testing of ZooKeeper

27

Hypothesis: AI tools can generate the spec and the harness

Setup:

1. The implementation is fixed (ZooKeeper)

2. AI tool writes the TLA+ spec and refines it

3. AI tool writes the test harness and refines it

4. Harness runs the SUT and Apalache

��
☀
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“Almost done”

28

More autonomy. Sometimes, LLMs work for 1-2 hours

Better efficiency. 5 protocols + harness after 1 week

No magic. Human review & guidance needed

Be careful. Sometimes, AI tools cut corners badly 

Eƴort: ~1 month, no impl. bugs so far

March 2026
Codex GPT 5.4

Claude Sonnet/Opus 4.6
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ZK Atomic Broadcast

TCP Connections

Process lifecycle/crashes

Sy
st

em
Main loop

Process 
runner

Comms
TCP proxy

Action 
scheduler Oracle

Input/output queues

Apalache ZooKeeper replica

TLA+

Single virtual machine

Fast Leader Election
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Biasing actions
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Contact me to learn more

Symbolic fuzzer for TLA+
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Takeaways
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1. Write your own symbolic search scripts!

2. Connect your spec with the code, as you like it

3. LLMs can help you with automation

4. Feedback loop for AI tools

5. You know better what matters to your project

6. Easy to parallelize
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2024-...Independent security and formal methods researcher

2019-2023

2011-2019

Principal research scientist at Informal Systems (Web3 – blockchains) 󰎈

Verifying consensus protocols and smart contracts

Improving Apalache, working on new tools

Leading development of Apalache and Quint

Postdoc, assistant professor & permanent researcher at TU Wien & Inria

󰎈 Vienna, Austria 

󰎈 󰏃

igor@konnov.phd protocols-made-fun.com
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More slides!
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Black-box testing: communication over the network, no instrumentation

Minimal mapping: define the labels of TESTER and SUT

Modular: test components in isolation, the rest is the spec and the checker

SUT
Harness

TLA+ specification



IGOR KONNOV
36



IGOR KONNOV

Looking for witnesses
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Commit history 1
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Foundation March 13-17, 2026

  Initial simulation, system boundary, harness, leader election

Protocol depth March 18-April 1, 2026

  ZAB, recovery modes, forwarding, witness examples

Stabilization April 6-10, 2026

  Scheduler tuning, oracle fixes, invariants, persistent sessions
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Commit history 2
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239 commits across 28 active days

Average pace: 8.5 commits/day

Peak activity: 25 commits on March 30, 2026
 
Code churn: 28.7k insertions, 13.1k deletions
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Produce 100 episodes, 100 steps each

$ ./harness.py --docker --steps=100 --tests=100



IGOR KONNOV

Testing with TLA+
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1. Nagendra et. al. Model guided fuzzing of distributed systems (2025)
2. Cirstea, Kuppe, Merz, Loillier. Validating Traces of Distributed Systems 

Against TLA+ Specifications (2024)
3. Chamayou et. al. Validating System Executions with the TLA+ Tools (2024)
4. Jordan Halterman. Verifiability Gap: Why We Need More From Our Specs 

and How We Can Get It (2020)
5. Jessie Davis et al. eXtreme Modelling in Practice (2020)
6. Kupriyanov, Konnov. Model-based testing with TLA+ and Apalache (2020)
7. Pressler. Verifying Software Traces Against a Formal Specification with 

TLA+ and TLC (2018)
Except [6], all use TLC


